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Abstract—

Machine learning in cybersecurity is challenging due to many factors, one of which is the severe class imbalance. A
variety of dataset preparation approaches have been introduced over the years. In order to enhance the prediction
capabilities of classifiers trained on the training dataset, these techniques alter it by either oversampling or
undersampling, or both. A thorough, objective benchmark evaluating the efficacy of various methodologies across a
number of cybersecurity situations is lacking, despite their infrequent use in cybersecurity. This paper gives a
comparison of 16 preprocessing approaches on six cybersecurity datasets coupled with 17 public imbalanced
datasets from different fields. Using an AutoML system to train classifiers on the preprocessed datasets, we evaluate
the approaches under numerous hyperparameter configurations. This lowers the possible bias from individual
hyperparameter or classifier selections. The approaches are also evaluated with a focus on how well they mimic the
actual functioning of cybersecurity systems in the real world by using suitable performance metrics.
Our study's key takeaways are as follows: 1) There is usually a data preprocessing method that boosts classification
performance. 2) Relative to most of the strategies in the benchmark, the baseline approach of doing nothing fared
better. Thirdly, approaches that oversample tend to do better than those that undersample. 4) The typical SMOTE
algorithm delivers the most noticeable performance advantages, whereas more complex approaches provide only
incremental improvements, which are often accompanied by lower computing performance. Search Terms—AlI,
security, categorization, unbalanced categorization

L INTRODUCTION

In cases when one class's class prior probability is much lower than another category's prior likelihood, we have a
class-imbalanced classification problem. Class inequality is a problem in numerous machine learning-using
industries, including astronomy [32], medicine [48], and finance [47] among 58 others. In the realm of cybersecurity
in particular, almost all class-imbalanced scenarios, including intrusion, have been investigated.
recognize phishing efforts [18] and harmful malware [13] as per [21]. The important class prior probability is that
severe hostile conduct [13] creates a value of 10"-5 or below, and there is typically a very substantial class
imbalance. The good news is that attacks are rare. As an example, Regular, benign traffic accounts for the most
majority of network telemetry recordings, with just a small fraction representing malicious activity. Curiously, there
is still a disparity in class even within the limited set of data pertaining to harmful pursuits, as the frequency of low-
risk pursuits such deceitful tracking and advertising significantly outweighs frequency and severity of the most
intriguing dangers (e.g. malware, threats, and infections that infect remote access devices. The difficulties
The first mention of cybersecurity occurred in the year 2000, according to Axelsson [7], which is concerning
considering the severity of the problem of high social status disparity. After this, about twenty years later, we had a
Raising the bar for applying machine learning to cybersecurity is a major factor in the widening income gap [5, 27].
Classifiers become unable to learn new information without appropriate protections and reliable outcomes when the
social class difference reaches a certain threshold, even though a minor class gap is usually not a problem [31]. The
reason for this is because classifiers often end up favoring the dominant group and ignoring the minority one. This
might result in a situation where overall With a high rate of right predictions, the classifier achieves impressive
accuracy. class all of the time. Other, more relevant outcomes measurements, however, do a poor job of reflecting
students' overall performance. There has been an uneven amount of attention in the Classification problem from
many individuals. There were a lot of alternative approaches proposed for use in building learning models across all
machines. Here we are on the sixth stage: 1) data 1) steering, 2) acquiring knowledge, and 3) ensuring model
accuracy. Phase one approaches are often called data-level strategies, whereas phase two tactics are called
algorithmic-level procedures [34]. Several literature reviews that summarize the arguments made in one place
For quite some time, the most popular approaches for each stage have been published in print.
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II. RELATED WORK

There have been several publications of data preparation techniques that are appropriate for class-imbalanced
learning; nevertheless, there is a dearth of benchmarks that include a wide variety of methodologies and datasets.
Experimental assessment is always included in every publication that introduces a new approach, although the
experiments are usually rather minor in scale. As an example, the method is only compared to SMOTE [16] and
plain decision tree baseline in the paper that introduces ADASYN [30], which includes experiments on five datasets.
However, there are papers that compare preprocessing approaches, although they typically only include
oversampling methods. Even more so, the majority of these research only use a few of datasets [26], [3], and [10].
The exception to this rule is a research by Kov'acs [36], which compares a large number of approaches and uses a
large number of datasets. On the other hand, it doesn't include any experiments related to cybersecurity and solely
covers oversampling methods. Additionally, none of the research above performs as extensive a search in
hyperparameters and successive classifier models as we do. The UNSW-NBI15 [45] dataset was used by Wheelus et
al. [59] to examine several preprocessing approaches in the cybersecurity sector. Using a feedforward neural
network with a single hidden layer for classification, Bagui and Li [9] evaluated five different preprocessing
approaches on six different network intrusion detection datasets. To our knowledge, there has not been a
comprehensive comparison assessment of the most prevalent data preparation approaches outside of cybersecurity
[1], [43], [2], [53], [8]. Finally, prior research also often uses a single number to summarize the outcomes of several
strategies. This is the method's average rank or score across all datasets, as is typical. Instead of just numbers, we
present density plots of rank distributions in this paper. Due of the considerable variation and overlap in the rankings
among datasets, these charts provide a more comprehensive view.

III. BENCHMARKED METHODS

This section provides a synopsis of the benchmark's preparation techniques. We avoid detailed explanations in
favor of citing the source papers because of space constraints.

Methods for Oversampling

One potential strategy for addressing the unbalanced classification issue is the use of oversampling approaches.
Oversampling techniques primarily aim to alter the empirical distribution by augmenting the minority class's sample
size. To achieve the target imbalance ratio, the empirical distribution is adjusted by either producing additional fake
samples or replicating the current ones. Random Oversampling is the simplest method; it just does what it sounds
like: it randomly repeats samples from the dataset.

The SMOTE approach was one of the earliest and is now one of the most used oversampling techniques for creating
synthetic data samples [16]. It takes existing examples from the minority class and uses the line segments to
produce new synthetic examples. On the other hand, SMOTE gives equal weight to all minority samples. It is
unconcerned with the neighborhood of a minority sample and disregards past sample density. Many improvements
to the original SMOTE algorithm have been suggested to address these issues. Our benchmark incorporates four of
these improvements: BorderlineSMOTE [28], SVM SMOTE [46], KMeansSMOTE [38], and ADASYN [30]. In
contrast to SMOTE, BorderlineSMOTE only chooses minority samples when half or more of the neighbors are
members of the majority class. The underlying premise of this method is that categorization relies heavily on
minority samples that are located near the so-called decision border and surrounded by larger majority samples. To
identify minority samples close to the decision border, SVM SMOTE expands on the same concept but using the
SVM algorithm rather than the kNN technique.
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Fig. 1. High-level architecture of the benchmarking framework.

Tomek Links [56] is a data-cleaning strategy that removes noisy samples from the region around the decision
border. A Tomek Link is formed when there is no sample xk such that d(xi; xk) _ d(xi; xj) or d(xj ; xk) _ d(xi; xj)
and two points xi 2 Smin and xj 2 Smaj from different classes form a pair. The majority samples are divided into
four categories using One Sided Selection (OSS) [37]: noise, borderline, redundant, and safe. OSS uses CNN to
identify and eliminate samples that are duplicated. We then use Tomek Links to filter out any unwanted noise or
samples that can be considered borderline, ensuring that only safe samples are retained. Since CNN has a tendency
to keep noisy samples in the training set, Neighboring Cleaning Rule-NCL [39] aims to replace CNN with ENN to
address one big issue with the OSS technique. On top of that, NCL removes minority samples from selected
neighborhoods. A three-neighbor distance is calculated for every minority sample. Neighbors that incorrectly
identify the minority sample will have their majority-class neighbors removed from the analysis.
We conclude the benchmark with Cluster Centroids [49], the only technique that reflects undersampling strategies
for prototype creation. The KMeans algorithm is employed to group samples from the majority class into clusters,
and the center of each cluster is then used to generate new samples from the majority class.

IV. EXPERIMENT SETUP

We developed a benchmark framework to run trials with various preprocessing techniques on various datasets,
presenting assessment metrics in an efficient and resilient manner. Figure 1 illustrates the fundamental concept of
the framework. With each run, you'll find a new grid search instance of the hyperparameters, a dataset, and a
preprocessing procedure. A fresh resampled training set is produced by applying a preprocessing procedure to the
training portion of a dataset; this new set is then supplied to the AutoML component of the framework in each run.
We employ a state-of-the-art AutoML framework Auto-Sklearn [23] for choosing, training and refining a classifier
suitable for a given dataset. Detailed information regarding Auto-Sklearn is presented in Section IV-Al. Predictions
are made using unseen examples from the test set after a classifier has been trained, and assessment scores are
reported. Using five-fold cross-validation as the validation approach, we found, trained, and tuned the best-
performing classifier on the training set using Auto-Sklearn IV-Al. Optimizing the ROC AUC score [V-B2 was the
default setting for Auto-Sklearn. There was a 30-minute time limit for each run to train on public datasets, with 10
minutes allotted to a single machine learning model. There was no repetition of unsuccessful runs. The sizes of the
private datasets meant that only five minutes of Auto-Sklearn time was enough, and no repeats were required. In
order to get information about how well preprocessing approaches worked on datasets of varying sizes, we did not
impose any time constraints on the preprocessing stage. First, there's AutoSklearn, a package that can automatically
choose models and tune their hyperparameters [23]. Through the use of Auto-Sklearn, we are able to test out many
models independently of one another. Auto-Sklearn outperformed its rival AutoML systems, so we went with it
[23]. The second version of Auto-Sklearn, which included significant improvements [22], has been available since
2020, but we choose not to use it since it was still in the experimental phase when the trials were conducted.
To further improve the system's efficiency, Auto-Sklearn incorporates meta-learning and ensemble construction,
expanding upon previous AutoML systems that use the Bayesian optimiser. We provide a quick rundown of how
everything fits together and offer feedback when we had to tweak Auto-Sklearn's behavior to have full command of
the experiment.
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Method Hyperparameter Configurations

Baseline |
Random (versampling
SMOTE

Borderline SMOTE
SVM SMOTE

EMeans SMOTE
ADASYN

Random Undersampling
CNN

ENN

Repeated ENN

All KNN

Mizar Miss

Tomek Links
One-5ided Selection
KCL

Cluster Centroids
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TAELE]
HyperpamameTer CoNpouraTioNs Fok PREPROCESSING
MeTHODS THE TABLE SHOWS THE NUMBER OF AVAILABLE
HYPERPRAMETER CONFIGURATIONS N THE BENCHMARE.

Name Mazj S5me Min Size  Imbalance
Asteroid 125,075 156 BO7.532
Uredit Card Subset [17] 14,217 n 618130
Credit Card [17] 284,315 492 511878
PC2 [50] 3,366 L] 242000
MC1 [50] 0308 68 138 206
Employes Turmover 331,058 494 6741
Sakenie [25] 5,025 15 61,000
BNG - Solar Flam 68,320 15,232 41 563
Mammography 10,623 26l 42012
Leter [24] 19,187 #13 11600
Relevant Images 120,140 3,582 13137
Click Prediction V1 1420610 66,781 AR
Click Prediction V2 143,540 £, 600 1368
Amazon Employ ee I0E2 1,897 16174
BNG - Sick 038 76l 61,230 15320
Syiva Prior 13,500 Bie 15.247
BNG - Spect 015437 84,563 10826
CIC-IDS-2017 [51] 7,132 3,363 40814
UNSW-NE15 [45] 164,673 0300 17.707
CIC-Evasive-PDF [33] 1468 555 B050
Ember [4] 200,000 26,666 7.500

- Embedding [20] o4 154 1558
Graph - Raw [20] Iod 154 1558

TAELE Il

DaTaseTs. THE TABLE SHOWS BASIC INFORMATION ABOUT THE
DATASETS USED IK THE BENCHMA RE. THE UPFER PART OF THE TABLE
SHOWS FUBLICLY AYAILABLE NON-CYBERSECURITY DATASETS, THE
LOWER PART SEROWS CYHERSECURITY DATASETE AND TWO PROPRIETARY
ATASETS CONCERNIFG THE CLASSIFICATION OF NODES IN NETWORK
CriRA PHS.

C. Restrictions The execution time of AutoSklearn and Imbalanced Learn's preprocessing methods in Python has
been our biggest challenge. Despite our earlier claims that we did not restrict the preprocessing step's duration, we
had to cancel several runs since their calculation times were too lengthy. We terminated several preparation
method/dataset combinations after they had run for almost two days. Consequently, not all 23 datasets were able to
effectively complete all preprocessing techniques. If we wanted to do the calculation quickly and cheaply, we had to
subsample the Ember dataset and use feature selection. A Random Forest classifier was used in conjunction with the
Gini impurity measure to determine the 300 most essential characteristics in order of relevance. Another hurdle we
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had to jump was the fact that the majority of the publicly accessible cybersecurity datasets either don't have any
imbalance at all or have an imbalance that is much lower than the actual imbalance in the field. If we want to come
closer to the true distribution, we should randomly select cybersecurity datasets. When it came to bigger
cybersecurity datasets like CIC-IDS-2017 and Ember, this choice also greatly assisted us with the first issue. Even
with subsampling, the imbalance ratios are still far lower than what is seen in real-world cybersecurity systems. The
datasets, however, do not have enough data to subsample further to produce more realistic imbalances.

PR AUC ROC AUC  P-ROC AUC

Baseline 6.196 f 23 6.761 /f 23 10.891 & 23
Random Owversampling 02318 F 0.024 /1 21 6.920 Jf 21
SMOTE 6.283 /7 23 6.174 1/ 23 4.087 /f 23
Borderline SMOTE 593150 23 6.239 /f 23 4.500 4/ 23
SVM SMOTE 4.841 4 22 4.900 /r 22 354505 22
KMeans SMOTE 4500 /1 04 2625/ 4 4,000/ 04
ADASYN T.955 F 22 T.97T 1 22 5386 /M 22
Random Undersampling 10318 & 22 9.818 /f 22 577300 22
CNN 11.964 7/ 14 11.8321 /7 14 0.036 /f 14
ENN 631040 21 6.452 /1 21 0.524 Jf 21
Repeated ENN T.222 /7 18 6.583 /f 18 11.056 / 18
All KNN 8273 4 22 8.273 7 22 11.159 47 22
MNear Miss 11.023 jr 22 11341 /7 22 T.068 J/f 22
Tomek Links T.667 [ 21 T.85T 11 21 11.810 & 21
One-Sided Selection 8.455 I 22 9.091 /f 22 12,000 4 22
NCL 0.023 i 22 8.886 /f 22 11.068 /f 22
Cluster Centroids 10706 i 17 10235 7 17 6.520 /0 17
TABLE 111

MEAN RANK ACROSS ALL DATASETS. THE TABLE CONTAING AVERAGE
RANKS FOR EACH COMBINATION OF PREPROCESSING METHOD AND
EVALUATION METRIC COMPUTED ACROSS ALL DATASETS. THE SECOND
NUMBER AFTER // INDICATES THE NUMBER OF DATASETS USED TO
COMPUTE THE AVERAGE.

V. RESULTS

On all datasets in the benchmark, the distribution of rankings generated for each preprocessing technique is shown
in Figures 2, 3, and 4. We calculated ranks for each preprocessing technique independently using their respective
measures. The lowest, highest, and mean ranks of each technique are shown by dark markings, while the 25th, 50th,
and 75th percentiles of each method are denoted by three blue marks. Additionally, you may see the mean rankings
in Table III. The cybersecurity datasets were the only ones used to calculate the mean rankings shown in Table I'V.
Because of space constraints and a limited sample size, we will not be displaying distributions for cybersecurity
datasets. The SMOTE algorithm and its variations are examined in Table V, which also examines the techniques'
relative differences. We left KMeansSMOTE off of Table V since there weren't enough successful runs. Figure 5
concludes the analysis by displaying the methods' runtime performance.

VI. DISCUSSION

Here we go further into the data and highlight the most crucial conclusions and suggestions. We begin by looking at
the aggregated findings from every dataset. The second step is to check whether the results and suggestions are
different when applied to cybersecurity datasets. Finally, we go over how well the strategies under study performed
computationally. Consider first the results of the baseline technique, which uses the training dataset without any
preprocessing at all. When compared to other approaches and across several metrics, the baseline method performed
reasonably. The baseline approach consistently rated in the top half of the methods that were tested when looking at
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the PR AUC and ROC AUC metrics (Figures 2 and 3). Figure 4 shows the P-ROC AUC measure; while the baseline
method is never the poorest, it frequently ends up in the second half of the techniques. The effectiveness of the
baseline

PR AUC ROC AUC  P-ROC AUC

Baseline 5.167 /¥ D& 6500/ 06 11000/ 06
Random Oversampling 8.667 /f D& B.667 /i Os 7.333 41 06
SMOTE 5.500 /7 Da 58330 0a 4667 i Da
Bordedine SMOTE T.000 /F 06 8167 06 5.667 i 06
SVM SMOTE 5.000 /r 06 5.000 f D& 4.500 /f D&
EMeans SMOTE 3.500 47 02 1.250 f 02 1000 & 02
ADASYN T.500 /7 06 8583 0 Da 5667 i 06
Random Undersampling 11.667 /f D6 11167 06 6.167 i 06
CNN 14.667 // 03 12.000 /7 03 10,667 &7 03
ENM 8.000 /f 06 6750/ 06 10.667 4 Da
Repeated ENN 5.800 /7 05 5.800 ff 05 9.800 & 05
All KNN 9.833 /f D& 9.500 f 06 11.500 4 06
Near Miss 12.667 I/ D6 10,333 7 06 6.500 i 06
Tomek Links T.333 W Da 88330 0a 12167 & Da
One-Sided Selection B.167 [/ D6 9.833 7 06 12,000 4 06
NCL 10,333 1/ D6 10,333 7 D6 10.333 /7 De
Cluster Centroids Q.000 fr 04 BI125 0 6.250 4 4
TAELE IV

MEAN RANK ACROSS CYBERSECURITY DATASETS. THE TABLE
CONTAINS AVERAGE RANKS FOR EACH COMBINATION OF PREPROCESSING
METHOD AND EVALUATION METRIC COMPUTED ACROSS CYBERSECURITY

DATASETS. THE SECOND NUMBER AFTER // INDICATES THE NUMBER OF
DATASETS USED TO COMPUTE THE AVERAGE.

S B
= = z
= L o
y= = =
= o =
Method Metnc
PR AUC 0.007 0012  -0.018
SMOTE RO ALC 0012 0018 001z
P-ROC AUC| -0.003 -0015 -0.006
PR AUC - 0020 -0.026
Border. SMOTE RBO(C ALUC - 0.0 AR
P-ROC AUC ~ 0013 -0.003
PR AUC - - RS
SVM SMOTE ROC AUC - - 0.006
P-ROC AUC - - 0.000

TABLE V¥
INCREMENTAL DIFFERENCES OF SMOTE VARIANTS COMPARED TO
EACH OTHER. THE TABELE SHOWS THE GAINS/LOSSES OF DIFFERENT
SMOTE vARIANTS COMPARED TO EACH OTHER. THE RESULTS ARE
DIFFERENCES OF MEANS COMPUTED ACROSS MAXIMAL SCORES
ATTAINED ON EACH DATASET. THE DIFFERENCES WERE COMPUTED BY
SUBTRACTING THE MEAN SCORE OF A METHOD IN A COLUMMN FROM THE
MEAN SCORE OF A METHOD IN A ROW.
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seems to be rather unexpected given that most approaches claim to improve performance for such issues. We put out
a number of theories in an effort to clarify this finding. A number of datasets' summary statistics will be our starting
point. Some techniques are designed for particular datasets with specific attributes and are not intended to be utilized
in every case. One such method is Near Miss [42], which seeks to exclude samples located on the periphery of the
dominant class. If these samples are mostly noise, then this strategy could work; however, if they are legitimate data,
removing them might greatly raise the classifier's false positive rate. Second, we use AutoML, a far more robust
baseline, to hyperparameter tune the classification layer. Finally, we are not a consulting firm
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Fig. 3. Area under ROC Curve (ROC AUC) Ranks for each method were measured across all datasets in the benchmark
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The hyperparameter search is done not by using accuracy, as is typical, but by ROC AUC, which is a more
appropriate metric for imbalanced problems. As a last point, our performance metrics take into account various
operating points of the final model; PR AUC and P-ROC AUC specifically examine the relevant operating points.
Occasionally, methods are compared using measures like F-score, which only take into account one operating point,
and the operating point is selected at random without proper tuning. Adjusting the operating point can lead to
oversampling or undersampling.
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Fig. 5. Ruontimes (in seconds) for each preprocessing method were measured across all datasets in the benchmark.
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Overall, the best rank is achieved by dom Undersampling. It is clear from this that specialized undersampling
approaches are not meant to be used for general-purpose tasks, but rather, they work best with particular datasets
that possess the features that these methods aim to achieve. Concerning the oversampling approaches, one may
make a number of interesting observations. When compared to the baseline, oversampling strategies often provide
higher results. The P-ROC AUC metric is where they really shine compared to the baseline. Random Oversampling
often underperforms baseline on other metrics, whereas more advanced oversampling techniques provide superior
outcomes. There is a noticeable pattern that more complex oversampling algorithms perform better than basic
Random Oversampling, in contrast to the undersampling approaches. The greatest noticeable improvement in
performance is provided by SMOTE. Even if they're smaller, BorderlineSMOTE and SVM SMOTE might
nonetheless outperform regular SMOTE. To determine whether SMOTE, BorderlineSSMOTE, SVM SMOTE, and
ADASYN vary significantly in rankings, we used the Friedman test [19]. At the generally accepted significance
thresholds, the test findings (p = 0:09) do not show statistical significance.

VII. CONCLUSION

Six datasets are from the cybersecurity area, and we have performed an innovative research of sixteen preprocessing
approaches on twenty-three datasets. We looked at computational and predictive performance. With that goal in
mind, we conducted a large-scale experiment that makes use of AutoML to evaluate several classifiers and
incorporates a hyperparameter search to eliminate any bias that may have been introduced by previous benchmarks.
When dealing with class-imbalanced classification, our key result is that dataset preparation is typically useful.
On the other hand, several of the approaches never manage to beat the control group's default of doing nothing.
There are cases when undersampling approaches perform worse than oversampling methods, although this is not
always the case. Traditional SMOTE algorithm oversampling produces the most performance increases, however
more advanced versions of the algorithm are likely to provide only modest improvements.
We got the same results when we limited our study to cybersecurity datasets that cover different cybersecurity
topics. Last but not least, remember that the performance metric you choose affects the method ranking. When
dealing with class imbalance, we include many performance metrics that are thorough and applicable to real-world
classification situations. The key principles highlighted above remain constant, even if the rankings differ in detail
between measures.
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