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Abstract

With more and more Internet of Things (IoT) devices
being used in manufacturing, cyber-physical
manufacturing systems (CPMSs) have become
simpler targets for hackers. There have been major
developments in the area of CPMS intrusion
detection recently. Nevertheless, the present
approaches entail substantial expenses when
gathering past data to train detection models, which
are customized for certain machining situations.
These procedures are put to the test by the ever-
changing nature of machining in practice. In this
research, we lay the framework for detection by
detailing our finding that the CPMS machining code
contains a whole machining process. Using the
Machining Process Invariant of the machining code,
we provide MPI-CNC, an intrusion detection
technique. Automating the analysis of machining
codes to build machining process rules and important
parameter sets is possible with MPI-CNC. As rules
for detection, they are very useful. After then, MPI-
CNC seeks out the CPMS's runtime state and checks
it against the detection criteria to determine how the
cyberattack behaved. We ran 10 actual machining
operations using MPI-CNC on two FANUC CNC
machines to see how well it performed. The results of
the experiments proved that MPI-CNC is quite
versatile. While keeping regular machining processes
going, MPI-CNC demonstrated it could identify
cyber-attacks on CPMS with more accuracy than
state-of-the-art detection systems.

Index Terms
Industrial Internet of Things (IoT), cyber assault,

cyber-physical manufacturing systems (CPMSs), and
computer numerical control (CNC).

I. INTRODUCTION

Without manufacturing, modern industrialization
would not have been conceivable. The industrial
sector throughout the world is rapidly moving toward
networked and intelligent growth, thanks to the rise
of intelligent manufacturing and the Internet of
Things [1]. The core of every CNC system is the
computer numerical control system. On January 22,
2024, January 11, 2024, and October 23, 2023, the
wording was modified. Publication date: January 25,
2024; date of revision: May 9, 2024. The Chinese
government's 110400ZG21 National Key Research
and Development Program helped fund part of this
project. (Limin Sun is the author in question.)
Zhengdong Li, Xin Chen, Shijie Li, Limin Sun,
Shichao Lv, and Hangyu Wang are all listed as
contributors. They are affiliated with many
organizations, including the Institute of Information
Engineering, Beijing 100085, China; the School of
Cyber Security, Beijing 101408, China; and the
Beijing Key Laboratory of IOT Information Security
Technology. Feel free to reach out to them via any of
the following email addresses: sunlimin, lvshichao,
lizedong, chenxin1990, lishijie, wanghangyu, or
liic.ac.cn. To contact Yuqi Chen, please send an
email to chenyq@shanghaitech.edu.cn. Currently
residing in Shanghai, China, Chen is linked with
ShanghaiTech University's School of Information
Science and Technology. A unique number has been
assigned to the digital item
10.1109/J1I0T.2024.3358798.

Control of the machining activities of production
machines via the wuse of cyber-physical
manufacturing control systems (CPMSs). Countless
sectors depend on computer numerical control (CNC)
machines, including aerospace, automotive, and
military. Automated control of production processes
made feasible by CNC equipment linked to the
industrial Internet allows the Giga plant at Tesla to
achieve much improved production efficiency. There
are serious threats to the most important CPMS
security measures as the number of companies
connecting their CNC systems to the Industrial
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Internet continues to rise. An exciting new area of
study is intrusion detection algorithms for content
management systems (CPMS). Side channel data
may be anything from current [2], video [3] or audio
[4,5], [6] produced by machining; hence, most CPMS
security researchers are now training ML
classification models to identify abnormalities in this
data. Researchers in this area have developed data-
driven digital twin models of CNC systems that can
detect attacks by comparing the system's runtime
state [7]. You may also find altered machining codes
offline by training machine learning anomaly
detection models using digital attributes extracted
from the codes [8].

For some machining situations, these solutions can
identify ~ unusual  processing  characteristics.
Unfortunately, cyber-attacks can be easily launched
by attackers due to the lack of authentication
mechanisms, plain-text transmission, and unfixed
vulnerabilities in CNC systems, which are caused by
manufacturers not taking adequate security into
account. In order to cause processing errors in the
product, attackers mostly aim at the machining code.
One example is the introduction of a Trojan horse
into the CNC system's firmware, which allows the
attacker to covertly alter the machining code that is
inputted into the system. This allows them to carry
out evil hole attacks [9]. The mechanical strength of
the final product can be compromised since attackers
have shown they can use steganography to alter
machining code files in network traffic [10]. The
second kind of attack involves the hacker accessing
the CNC system's memory and changing important
settings. For example, they manipulate settings to
replace processing materials, insert smart materials
inside gas masks to plant logic bombs physically, and
so on. The result is gas masks that burst and let gas
out when worn [11]. Additionally, criminals have
made use of pre-existing open-source software such
as C3PO [12] and Industrial Intrusion Detection
System (IDS) [13] to inject CNC systems with
harmful instructions that halt operation. These
incidents highlight the critical requirement of
intrusion detection systems for CNC systems in order
to properly combat these types of attacks. Driving
force: Various machining codes are used by the CNC
system to handle different products in real
manufacturing processes, which results in numerous
machining scenarios. As a consequence of the varied
tool routes, raw materials, and machining equipment
needed for each situation, the audio, picture, current,
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and voltage side-channel properties also vary.
Researchers usually have to spend a lot of time and
energy gathering sidechannel data for each new
machining situation and starting the training process
all over again to build intrusion detection models that
use this data across diverse circumstances. However,
once an attacker gains access to a CPMS system and
successfully executes an attack script, they may
easily interrupt various machining situations. As a
result, a versatile intrusion detection strategy for the
CPMS system is critical for effectively countering
current attack tactics in a range of machining
scenarios. Observation: One prominent approach to
industrial control security for detecting cyber-attack
anomalies is invariant rule-based detection. Industrial
control devices often use control logic codes, which
include invariant control logic, to regulate the typical
operation of industrial systems. As a foundation for
intrusion detection in industrial control systems,
researchers have used data-driven [14] or code-driven
[15] techniques to derive control logical invariant
principles. They have done a fantastic job with
detecting. The invariant rule-based detection served
as an inspiration for our discovery that the CNC
system's machining process is invariant in the CPMS
field, and that the machining code includes extensive
information on the invariant machining process. So,
by looking at the machining code, we can find all the
rules that are invariant to the machining process. Key
components of the machining process invariant rules
are machining speed and machining trajectory; these
rules may characterize the CNC system's machining
process in detail and provide a solid foundation for
intrusion detection. Approach: This paper suggests
MPI-CNC, an intrusion detection approach based on
Machining Process Invariant, to solve the problem of
the CPMS intrusion detection system's poor adaptive
capacity. Machine programming language MPI-CNC
quickly and automatically parses machining code for
detection criteria. The technique begins by extracting
important machining-related information such as tool
routes, machining sequences, spindle speeds, and
more from the code, which are then used as criteria to
detect assaults. Afterwards, MPI-CNC actively
gathers critical parameters and realtime machining
status from the CNC system while milling. Last but
not least, MPI-CNC checks if the data from runtime
machining is consistent using the detection rules to
find cyberattacks. The result is a prototype built on
the FANUC CNC system that demonstrated the
viability of the method described in this article. We
assessed the deployment time cost, detection
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performance, and interference to the CNC system,
and we ran trials using genuine CNC machines. We
also investigated ten real machining situations and
three assault strategies. The results of the
experiments proved that MPI-CNC may be easily
used for new machining scenarios without
preprocessing and can reliably identify cyber-attacks
while the CNC is running, without disrupting its
normal operation. MPI-CNC outperforms other
cutting-edge detection algorithms in terms of
detection performance. Machine tool code injection
attack has a detection accuracy of 98.81% and
parameter injection attack of 100%, whilst other
approaches get the best detection results of 93.25%
and 98.38%, respectively. In what follows, this piece
makes a contribution. 1) A new method for
automatically extracting detection criteria from
machining codes is proposed. Increased flexibility in
CPMS intrusion detection is a result of its ability to
quickly develop detection rules for various
machining settings. 2) Following a reverse-
engineering of the FOCAS protocol utilized by
FANUC CNC systems, we created acquisition
request packets with little interference that adhere to
the protocol's specifications. This method enhances
data collecting efficiency while decreasing machining
process disturbance. 3) The FANUC CNC system
served as the foundation for the development of a
prototype CPMS IDS. Based on this concept, this
prototype may be expanded and adapted to different
CNC systems and protocols, even though it was
designed for a specific CNC system. 4) We tested our
suggested method in three assault scenarios and ten
real-world machining settings to see how well it
could adapt and identify threats. Experiments
demonstrate that this method can reliably identify
cyber-attacks in runtime without impacting the
CNC's normal operation and can be rapidly deployed
to new machining circumstances  without
preprocessing. Strategic Plan: What follows is the
outline for the rest of the article. While Section 111
gives a synopsis of the MPI-CNC, Section II lays
forth the technical foundation of CPMS. In Section
IV, we go over the MPI-CNC and how it was put into
practice. In Section V, we discuss the experimental
evaluation. The present state of CPMS intrusion
detection technologies is introduced in Section VI. In
Section VII, we will go over the MPI-CNC's
shortcomings. Section VIII serves as the last section.

II. BACKGROUND
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The major focus of this piece is to provide a way
for CPMS intrusion detection. This section aims
to give a synopsis of the relevant literature by
highlighting two key points: 1) how CPMS is
made and 2) how it is machined, along with the
many types of assaults that it faces.Section A.
Cyber-Physical Production Networks See Figure
1(a) for an illustration of the typical components
of a CPMS, which include an engineering
station, a server for machine data collecting
(MDC), and distributed numerical control (DNC)
[see also: Fig. 1(a)]. The
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Fig. 1. Network topology and processing process
of a CPMS. (a) Network topology of CPMS. (b)
Processing process of CPMS.
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Fig. 2. Attack surface of CPMS.

An engineering station is often a desktop or laptop
computer in an office that has CAD and CAM
software installed. As seen in Figure 1(b), the
Processing is illustrated. Machining code, also known
as NC code, is created by engineers in engineering
design software and subsequently submitted to the
DNC server. The DNC server is responsible for
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distributing the NC code to the machinery that needs
it during production. By analyzing the NC code, the
CNC system takes control of the machining process
automatically. The MDC server communicates with
the production machinery to gather data on its
location, velocity, temperature, and other parameters.
In this way, engineers can track the machining
process thanks to the data being sent back to the
engineering station's monitoring program. On top of
that, while machining is underway, engineers may
provide control orders to execute runtime operations.
B. Model of Attack Recently, researchers have
examined and classified cyber-attacks that target
CPMS [16], [17]. Examining the attack surface from
the standpoint of the production process (see Fig. 2),
this essay delves into the recent cyber-attacks on
CPMS. At some point throughout manufacturing, the
engineer's workstation will have an Internet or local
area network connection. Hackers can acquire CAD
models and NC codes, as well as attack system and
software vulnerabilities, by targeting the engineer
station with malicious vectors like as spear-phishing
[18] and BadUSB [19]. Ethernet is the most common
method for devices like engineer stations and DNC
servers to talk to the CNC system, although the
protocols used for this connection aren't always
secure enough. To transfer NC code in plain text,
DNC servers may utilize the FTP protocol, for
instance. Hackers can insert harmful instructions and
parameters into network packets by replaying them or
by interfering with and stealing NC code during man-
in-the-middle attacks [20]. Additionally, the CNC
system firmware is vulnerable to manipulation by the
attacker, who can disrupt regular operations [9], [21].
Such assaults, however, are more complex and need
an in-depth familiarity of the CNC system's code
structure. Since CPMS is a typical cyber-physical
system, there are a number of ways attackers can
disrupt normal  processing [23] or gain
steganographic access to information about the
machine tool's production status and workpiece
geometry [24] through side-channel attack methods
like electrical measurement interference and acoustic
resonance. There were three main types of attacks: 1)
Injection of machining code; 2) Injection of
parameters; and 3) Injection of instructions. The term
"machining code injection" is used to describe an
assault when the CNC system's machining code, also
known as the NC code, is altered or replaced [9],
[10], [25]. It is possible to compromise CNC
machines and cause them to malfunction by altering
critical sections of code, such as the cutting path,
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spindle speed, or auxiliary control code. Parameter
Injection: Changing the CNC system's settings is
known as parameter injection [11], [26]. Machining
is affected by a number of critical CNC system
factors, including spindle speed ratio, quick feed rate,
and alarm shielding. Consequently, the CNC system,
machining precision, and the CNC machine itself are
all vulnerable to assaults that compromise these
critical metrics. When someone sends harmful
control orders to the CNC system, it's called
"Instruction Injection." This kind of command
injection disturbs the regular machining process. An
open-source program known as C3PO was released
by McCormack et al. [12]. It examines the network
services of 3D printers for any vulnerabilities and
then utilizes those flaws to transmit malicious
commands that attack CNC systems that are managed
remotely. Additionally, attackers can interrupt
production by delivering attack scripts and injecting
malicious commands through the ISF [13]. Potential
security risks to CNC systems include physical
assaults that span domains and side-channel
information leaking [27]. However, it should be
mentioned that these dangers are not addressed in this
essay. Their infeasibility, lack of danger potential, or
vulnerability to detection by current IDSs are some of
the reasons they are not included.

III. OVERVIEW

Here, we present MPI-CNC, a novel approach to
intrusion detection for CPMS. For example, as seen
in
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Fig. 3. Systematic approach to build MPI-CNC.

Figure 3 shows that there are three separate steps to
this process: First, actively detecting; second,
acquiring a low-interference condition; and third,
generating detection rules. Here we give a brief
outline of the basic structure for evaluating intrusion
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detection technologies. Generating Detection Rules:
Using static analysis, the detection rule generation
module parses the NC code and extracts detection
rules. The NC code contains all the rules for the
machining process, including the rules for the
important parameters. By using the key parameter
rules, critical parameters in the CNC system may be
checked and double-checked to make sure they are
accurate, stable, and protected against malicious
manipulation that could cause machine faults or
reduced cutting precision. In contrast, machining
process rules identify malicious attempts such
program replacement or tampering with machining
trajectories by examining the NC code's machining
processes' invariant properties and therefore
establishing reference recommendations. The NC
code's derived detection rules provide an exhaustive
picture of the machining process and allow for the
proactive identification of network assaults and
unforeseen abnormalities. Low-Interference
Acquisition: The CNC system's machining states are
collected during runtime by the low-interference state
acquisition module. In order to keep tabs on how well
a CNC system is running, most manufacturers
include either development kits or monitoring
software. An example of a development component
that allows for secondary development is the FANUC
Focas 1/2. With active connectivity with the CNC
system, it allows for runtime remote monitoring.
Important details including NC programs, tool
locations, and spindle velocities are supplied by the
development component. Nevertheless, regular
machining operations and real-time performance
might be significantly affected by an increase in the
CNC system's network demand caused by directly
using the original development kit for high-frequency
data gathering. Our research gets around this problem
by analyzing proprietary procedures through the
process of reverse engineering. In addition, we
personalize data gathering requests and do away with
unnecessary ones. Consequently, we are able to get
runtime machining states within the CNC system at
high frequencies with minimum interference.
Awareness Monitoring: In particular, the active
detection module looks for irregularities while the
machine is being turned. It receives data on the
machining state during runtime from the low-
interference state acquisition module, processes it,
and then sends out notifications. The CNC system's
machining status is checked to see if it follows the
regulations for key parameters and machining
process. Malicious instruction assaults, code
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tampering, and key parameter manipulation are all
prevented by this strategy. Two important monitoring
parameters—the error threshold and the size of the
monitoring window—must be determined during the
active detection stage. To find the sweet spot, we first
try out various widths of monitoring windows
according to the state acquisition frequency.
Afterwards, we determine the greatest observed error
and use it to define the error threshold. For each
monitoring window, we next compute the cumulative
normal error under certain window widths.

IV.  APPROACH

A. Issue Description The computer numerical control
(CNC) system uses data from a number of sensors to
manage the relative motion of the tool and the
workpiece in a closed-loop system, making CNC
production a complicated industrial control process.
In this article, we will utilize the CNC's machining
state at time t as described by u(t) in (1), where
P(x,y,z) is the tool's coordinates in the xyz three axes,
S(t) is the spindle speed, F(t) is the feed rate, and T(t)
is the current tool number.

w{ty = (Pix, v, 2), 50, Fin, T, (1)

To characterize the machining process as suggested
by the machining code, which stands for the CNC
machining process's invariant features, we define (2)
with r(n). In particular, the machining path curve
equation—typically, straight lines and circular arcs—
is represented by F(x,y,z). The beginning and ending
positions of the machining route are represented by
Start(x,y,z) and End(x,y,z), respectively. Tool
number, feed rate, cutting route, and spindle speed all
work together to describe machining in detail.

i) = (Flx, v g), Starlcy, v, 2, Endix, v, 20, S, Fir), Tiak).

In equation (3), we define the CNC machining model
using M(), where &(t) stands for the CNC's internal
losses and tolerable mistakes caused by external
variables.

wit+ 1) = Miuiny, rin), (0. 3)

Due to machine wear and tear, current and voltage
jitter, and other variables, the CNC machining state
experiences tolerable errors ¢(t) during the typical
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machining process. While the CNC is normally
following the CNC machining model M() and the
present machining process r(n), it can get drastically
off course when cyberattacks are underway. As a
result, we used the constant features of CNC
machining to build an intrusion detection system that
is detailed in this paper. The three main components
of our method are an active detection engine, a low-
interference acquisition module, and a module for
generating detection rules [see Fig. 3]. B. Rule for
Detecting Intrusions For the production and
processing of workpieces, the machining process is
foundational. Spindle speed, feed rate, and cutting
route are just a few examples of the extensive and
detailed machining process details included in the NC
code. The numerical control code (NC code) is
translated into executable instructions by the CNC
system, which then controls the different parts of the
CNC machine tool to finish the machining processes.
It is possible to create key parameter whitelist rules
and machining process whitelist rules for intrusion
detection by analyzing the NC code. The method of
creating detection rules using code analysis has
shown to be highly useful in the field of industrial
control [15], [28]. I. Rule for the Key Parameter
Whitelist: The real manufacturing process in CNC
systems is affected by a great number of critical
factors. It is necessary to modify the procedure for
transmitting orders from the CNC system in order to
operate the hardware in accordance with the specified
parameters. In real-time machining, for example, the
CNC system modifies the tool's landing spot and
trajectory of movement according to parameters like
tool length compensation and tool radius
compensation, or it regulates the feed acceleration
according to acceleration and deceleration
parameters. These

TABLE I

FANUC PARAMETERS MAPPING TABLE
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FOCAS Address Number of
Paramzter Type Mapping Data Type parameters
Toal Compensation OV R
MR Real i
Parameters s RO B0
(0] S0
ot el e . 1
Macra Variables | SO 3T Real hil
Bwmiaxis),
ST i BTSN T Byledaxis), 7
CNC Parameter GxOSAO000ALY | Wordiaxis), Tr60g
Real(axis)
U BN R Binfaxis),
- S LLEEEEEEL Eytedaxis), oy
FMC Parameder OxR001HIBLT | Wordiazis), G372
0 Real(ixis)
All Parameters 33114

factors have an immediate effect on the stability and
precision of the machine tool during machining.
Decreased machining accuracy or machine tool
failure can occur if the critical parameters in the CNC
system are intentionally altered by malevolent
individuals. Crucial CNC system parameters often
have predetermined ranges of values. For example,
there are fixed values for the parameters that govern
the tool's radius and length of compensation, and the
parameters that regulate the feed's acceleration and
deceleration typically lie between 140 and 160 ms.
To ensure that the FANUC CNC system's critical
parameters are always set correctly, we examine the
values of these parameters in Table I and create
whitelist rules for them. "Whitelist Rule for
Machining Processes" For CNC programming
languages, the worldwide Organization for
Standardization (ISO) has set ISO-6983-1 [29] as the
worldwide standard. The CNC codes, which consist
of G-codes and M-codes, are defined by this
standard, which also specifies their syntax and
lexicon. Many companies that make CNC systems
have released CNC control devices that are ISO-
6983-1 compliant. Some examples of CNC systems
that allow NC programming in accordance with this
standard include SIEMENS's SINUMERIK 802D
and SINUMERIK 840D and FANUC's 0i-md and 0i-
mf. Different CNC models and manufacturers may
use different NC code representations, but they all
share certain features and there aren't many
differences when it comes to syntax and
programming ideas. Thus, by utilizing our suggested
detection technique and taking into account these
commonalities, we may adapt the intrusion detection
system to work with various CNC system
architectures. The NC code is what the CNC system
uses to control the machining process. To accomplish
automated production machining, the spindle and
several servo axes of the CNC system coordinate to
control the tool's and workpiece's movement and

209


http://www.ijmm.in/

Int. J. of Mkt. Mgmt.2025

7 International Journal of Marketing Management

rotation. Consequently, in order to create machining
process rules, we need to decipher the NC code and
find the constant correlations between tool motion
trajectories, feed rates, spindle speeds, and other
parameters at each stage of the process flow.
Malicious attacks, including parameter injection or
tampering with NC code, can be identified using
these principles as benchmarks.

&
s ORI
\k.

46 36

Fig. 4. Case of machining process whitelist rule.

We show how to develop detection rules based on the
machining process invariance utilizing NC codes
using turning machining as an example [see Fig. 4].
During turning, the NC codes are executed by the
CNC system to automatically regulate the machining
process. During machining, the NC codes determine
the spindle speed, feed rate, and tool number. The
tool's movement trajectory is then specified using G
codes, for example, GOl for ordinary linear
machining and G02 and GO3 for circular machining.
Hence, in order to create the rules for the machining
process, we analyze the NC codes lexically,
syntactically, and semantically. For example, rule 1
states that when the spindle speed (S) is 2000 and the
feed rate (F) is 1500, tool number 3 follows the curve
(x—20)2 + (z+16)2 = 162, which begins at (20,0) and
ends at (36,—16). C. Acquisition with Minimal
Interference The standard practice for gathering CNC
runtime status information involves utilizing the
manufacturer-supplied communication interface.
Focas is FANUC's communication interface;
nevertheless, we discovered that its acquisition
frequency is too low, which increases intrusion
detection alert latency and impacts detection rule
selection accuracy. This is why we took the time to
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manually reverse-engineer the Focas protocol format
in order to create acquisition packets with minimal
interference. Reverse Engineering the FOCAS
Protocol: For FANUC CNC systems, we reverse-
engineer the proprietary protocol Focas by capturing
mirror traffic on an industrial switch. One
application-layer protocol that uses TCP/IP is Focas.
The Focas protocol needs two rounds of the TCP
handshake in order to establish a connection.
Initially, the client initiates a connection setup
request to port 8139 of the CNC system using port A
(or any other accessible port). The customer then uses
either port A + 1 or port A + 2 to connect a second
time to the CNC system's port 8193. Port A + 1 or A
+ 2 is where the following request and response

Mockining Process Whitelist Rule

1 < #x 2} (x-20+(z+16) = 167, (20,0}, (36,-16), 2000, 3, 1500 >
2 <Kx z)
3 < f{x, 2y 2=-32,(52,-32), (68,-32), 2000, 3, 1500 >

4 < fix, 2} x=52 (B8.-32), (68,-40), 2000, 3, 1500 >

x-36+{z+16)*=16°, (36,-16), (52,-32), 2000, 3, 1500 =

@8 Bc 29 7 P A M Bc 29 67 5d 35 08 9 45

81 4c 5a @a 40 00 30 @6 99 0O cB a8 4 W

4c 51 8 43 20 81 b3 g€ 63 55 O 5o 4B
s al ad ad|

EEEZZZEEF
EERERE

B

E
2
28

-
-

a8 B0 60 83 88 £x
88 82 Ff £F ff

Fig. 5. FOCAS protocol reverse analysis results. This
figure shows a binary request packet for collecting
the current machining coordinates of a CNC using
Focas, which consists of a Focas protocol header and
ten subitems.The frame format of the Focas protocol
is revealed by protocol analysis [see Fig. 5]. As
identification for the Focas protocol, the first four
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bytes of the payload part are always a0a0a0a0. The
request/response gap is represented by the fifth and
sixth bytes. Bytes 7 and 8 contain the code for the
Focas function. The length of the payload data is
represented by the 9th and 10th bytes. The amount of
subitems is indicated by the 11th and 12th bytes. The
Focas protocol's header consists of the first twelve
bytes. Subitem code, fixed padding, and subitem
length are the subitems that make up the Focas
protocol. To prevent potential exploitation by
nefarious persons, the request parameter address and
data format are not explicitly stated in this page, but
they are part of the subitem's payload information.
Second, Building Acquisition Packages with Minimal
Interference: According to the findings of the
aforementioned protocol analysis, it is necessary to
send multiple request packets to the Focas API in
order to simultaneously gather the position
coordinates, spindle speed, and feed speed of CNC
systems. There are sometimes unconnected and
useless subitems in these request packets as well.
in order to identify attacks. These superfluous
subitems drain the CNC system's and the network's
computational resources under high-frequency
collection, which in turn lowers detection efficiency.
We overcame this issue by merging many request
packets containing detection-related subitems into a
single packet. This packet was subsequently
transmitted to the CNC system in order to
simultaneously gather various machining statuses.
The CNC system's status data is retrieved using the
Focas protocol frame format upon receiving the
response packet. In order to minimize interference
with the CNC system and the network overhead of
status  gathering, low-interference  acquisition
packages were developed by reverse-engineering the
proprietary protocol. In addition, the results
demonstrate that the article's methodology may be
applied to the S7comm-nck protocol, which is
utilized by SINUMERIK 828 and 848 CNCs, in order
to generate low-interference request packets. Section
V-D contains the detailed experimental data. Active
Detection of Intrusions Approach The methods used
to identify assaults on manufacturing processes based
on detection criteria are outlined in this section [see
Fig. 3]. To avoid interfering with the regular CNC
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machining process, our method makes use of a
runtime active intrusion detection mechanism with
low interference. Two major obstacles were
successfully overcome throughout the execution of
this module. 1) Circuit instability, mechanical jitter,
and equipment aging are common phenomena that
can happen during milling. The CNC's execution
time for each instruction may become inconsistent
due to these difficulties. This makes it hard to quickly
and precisely match the detected runtime machining
condition with the recorded data. 2) The detection
program's false alarm rate might be boosted by jitter
and other interference caused by ordinary faults; thus,
it is necessary to differentiate between regular
mistakes and cyber assaults. 1) Rules for Detecting
Selections: As with the first challenge, we used two
algorithms: dynamic temporal warping (DTW) and k-
nearest neighbors (KNNs). DTW is a dynamic
programming method that compares time series,
especially ones with different durations, to find out
how similar they are [30]. Its suitability to temporal
data makes it a popular choice in speech recognition,
gesture identification, and information retrieval,
among other fields. For this research, we used the
DTW technique to chronologically align a reference
state sequence with a rule label with a captured
runtime processing state sequence that had
timestamps. When it comes to supervised learning,
KNN is a nonparametric technique [31]. KNN
operates on an easy-to-understand principle: a sample
is likewise classified as belonging to a specific
category if the majority of the k-most comparable
samples in its feature space also belong to that
category. When deciding, the algorithm simply takes
into account the category of the samples that are
geographically closest to it. To categorize points in
runtime processing, our study utilized the KNN
method. Thanks to the reference state sequences that
were tagged with the rules, we were able to choose
the proper detection rules. 2) Consistency Checker-
Reliant Detection Boundaries and Windows: Our
strategy for tackling difficulty 2 included the use of a
detection window and an alert threshold. As part of
the detection procedure, we record the CNC machine
tool's continuous machining runtime state throughout
the whole window period, and then we add up the
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discrepancy between each runtime machining state
and the machining process regulations. When the
total mistake goes beyond a certain point, an alert is
sent out. If the cumulative error is less than the
threshold when the window expires, the cumulative
error is reset to zero and a new inspection window is
started. Here, we used (4) to perform a consistency
check, which entails adding up the distance in
geometric units between the machining process rule
and the runtime machining state inside the inspection
window and comparing it to the inspection threshold.
In particular, using the formula in (5), the real error
value is determined by subtracting the actual feed
rate F and spindle speed S from the machining
process rule, as well as the distance D between the
actual location and the machining trajectory. To
further guarantee key parameter consistency, we used
dissimilarity verification to compare the runtime key
parameter matrix C3xn with the key parameter rule
K3xn. In order to detect assaults on the CNC system,
such as machining code injection, parameter
injection, and instruction injection, we conduct a
machining process consistency verification based on
Equation (3).

W osime
{ E [lwcey — rill = 3("]} AACa30 & Bawn = [03xa)
)
Iy(6) — r()ll = /D2 + (F — Fp)? + (5 — Sp2. (s)

In Algorithm 1, we can see the essential components
of the active detection engine, which are responsible
for actively and minimally interfering with the CNC's
ability to detect attacks. After connecting to the CNC
(line 1), it builds the active acquisition packet (lines
2-4), simulates the machining path by parsing the
detection rules (lines 5-16), detects the attack (lines
5-16), and finally disconnects (line 17) when
detection is complete. Initializing the detection
window and detection threshold is the first step in the
assault detection phase (line 6). After then, lines 7-10
detail the steps taken to get processing status values
from the CNC's return data after sending a low-
interference request packet. The second step is to
match the detection criteria for the data in the current
detection window using the DTW method. Lastly,
lines 12—14 are used to check if the detection rules
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are satisfied by doing a consistency check on the
machining state and key parameters. If you want your
CNC to have less interference, you need to specify
the necessary frequency (line 15).

V. EVALUATION

The following research question is the main
emphasis of this section.

Algorithm 1: Algorithm of Active Detection

Input : Key Parameler Rule
Machining Process Rule
Delection Window Size

Output: Cyber-Allack Aderls

1 Connect (cacllP, cacPORT ) ;

1 RuleDB + LoadRules | KevPorameter, MachinmngProcess),
3 PathSim «+— PathSimulation (Ruleldi)

1 AcquisitionPEG « PackageConstructor (RuleDi)

5 while ProcessFlag do

& InitDetectionWindow();

7 for O to DetectionWindowSize do

] Send (AcquisitionPKG)

L] ProcessingSiaius +— Receivel(),;

] end

1 FlagpedSials < DIW (ProcessingSiaius, PathSim)

13 If ConsistencyChecker ( FlaggedSiaius, RulelDB) is

False then
13 | Alarm(“fMlegal Processes: cnclf RuleNo™ ),
14 end
15 Sleep (),
16 end

17 Disconneckt (),

RQI: What is the time cost of MPI-CNC (o generate rules?

R(O2: What 15 the cffectivencss of MPI-CNC detection
againsl cyber attacks on CNC systems?

RQ3: Does MPIHCNC affect CNC machine tool machining
efficiency?

We used 3589 lines of C code and 2492 lines of Python
code to implement MPI-CNC, MPI-CNC is deployed on a
ThinkPad P15CGen2 with an 8 cores Intel Core i9-11950H CPU
and 64 GB of RAM, MPI-CNC was evaluated wsing Fanue

Oi-md CNC and Fanue 0341 CNC,

Part A. The Field of Experiment Designing the
Experiment: Experiments were carried out utilizing
real-world machining settings with the FANUC CNC
system to address the three research topics mentioned
above. In order to address the dearth of real-world
cyber-attack data for the FOCAS CNC system, the
three attack techniques outlined in Section II-B were
put into action and their consequences were shown
on actual equipment. The correctness of the
automated parsing of NC code for rule creation was
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checked by analyzing many NC programs from
actual machining scenarios that are suitable to the
FANUC CNC system. Detection rules were then
developed. Secondly, in order to assess how well the
suggested intrusion detection strategy uncovered
network threats during NC machining, it was
compared to existing detection methods. Lastly, we
compared the network resource utilization between
using low-interference data collection requests and
using the FOCAS standard interface to collect the
CNC system's machining status. We monitored the
variations in machining time during the detection
phase to show that our solution has minimal impact
on the machining process. In this study, we used a
FANUC 0i-tf CNC system [Fig. 6(a)] and a FANUC
0i-md CNC system [Fig. 6(b)] for our tests. as seen in
Figure 6.

()

(d)

Fig. 6. MPI-CNC experimental environment. (a)
BOCHI CK-40 with Fanuc 0i-tf. (b) Fanuc 0i-md. (c)
Industrial switches. (d) MPI-CNC deployment
environment.

To ensure normal communication between the CNC
and the MPI-CNC, we ensure that it is configured to
be in the same network segment as the other devices
and connect it to the industrial switch that is linked to
the CNC. Bochi CK-40, DNC server, and MPI-CNC
connection status to each industrial switch port is
partially shown in Fig. 6(c). You can see the CNC,
MPI-CNC, and industrial switch in Fig. 6(d), which
also illustrates the site configuration of the Fanuc 0i-
md intrusion detection testing environment. Scenario
of a Cyberattack: In this paper, we focus on three
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attack methods that were used on FANUC CNCs
because there weren't any other assaults accessible
for examination. The machining code injection
assault is the initial strategy; it entails inserting
harmful machining instructions and routes into the
NC code. To test how well the approaches might
identify tampering, we used ten distinct machining
codes and created twenty tamperings, such as creep
assaults. The second technique involves manipulating
critical CNC parameters through request packets
transmitted to the FANUC CNC according to the
findings of the Focas protocol inversion. This is
known as the remote parameter injection attack.
Malicious command injection is the third type of
attack. It entails sending request packets to the
FANUC CNC over the allocated ports of the PMC,
using the results of the Focas protocol inversion and
the CNC's interface manual as guidelines. With this
vulnerability, malicious instructions like remote
start/stop and coolant on/off commands may be
introduced. B. RQ1—Processing Detection Rules:
How Much Time and How Accurate Is It? From
actual machining situations and online resources like
Github and Traceparts, we compiled 57 NC codes
that are compatible with FANUC CNC systems. A
total of 8354 instructions, including those for linear
machining, circular arc machining, milling, and
turning, make up these codes.

TABLE 11
TIME COST OF GENERATING
DETECTION RULES
NC Code Code Lines | Number of Rules | Times Costims)
D3665-NC 134 an 1004
[NEEEE] 1500 EE] 0,515
MUY Iewerne STRN ErRE] .962
NCes6 NC hi hl (0.768
TI903- 1A ne 255 222 0.792
Mumber of Total Total Rul Totle
MNC Code: Code Lines: . d?ﬁ?r e Time Cost:
37 8354 53.570ms

controls for coolant and tool changes, among other
things. We retrieved attack detection criteria by
examining the NC programs' machining instructions.
With just a few G codes and M codes, NC programs
are relatively simple compared to other high-level
languages. We represented the program size by the
number of G codes that regulate the machining
trajectory. Based on the link between G codes and M
codes, we developed multiple key parameter rules
and one machining process rule per G code. In order
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to create a mapping table of G codes, M codes, and
system parameter addresses, we first studied the
FANUC CNC system user handbook and interface
manual. Then, we incorporated the findings from
reverse engineering the FOCAS proprietary protocol.
Next, we created key parameter rules and chose
critical machining parameters using the semantic
information of the NC codes' G and M codes. We
then combined data such as the beginning and ending
points of the machining, spindle speed, feed rate, and
tool number to produce machining process rules. We
abstracted the machining trajectory's curve equation
using its semantic information. We documented all of
the produced rules for critical parameters and
machining processes after analyzing all of the
acquired NC codes, as seen in Table II. There were
8354 lines of machining instructions in all of the 57
NC codes that we gathered. We identify critical
machining parameters and construct 6056 machining
process rules for these 57 NC codes that we gathered.
For each NC code, we documented the time it took to
develop the rules, the amount of inspection rules
generated, and the number of lines of machining
code. According to Table II, it takes an average of
0.94 ms to examine the creation of inspection rules
for a single NC code, and 0.007 ms for a single
inspection rule. We picked ten NC codes that were
typical of the whole set and used all of the rules for
the important parameters and the machining process
to manually check that the detection rules that had
been automatically created were accurate. Findings
shown that, in a small subset of NC program samples,
the detection criteria achieved a perfect score.
Response to Research Question 1: This paper
proposes an approach that eliminates the need for
past production data by automatically analyzing NC
code and generating complete detection criteria. The
generation of precise inspection rules takes 0.94
milliseconds for every NC code.

TABLE III

COMPARING THE ACCURACY AND
TIME COST OF DTW AND KNN
ALGORITHMS IN SELECTING
DETECTION RULE
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KM .
Algorithms =3 == = s (R
'd““,‘:““ 96,95 | 9762 | 9683 | 9732 | 9938
Times - . N z
- T3 3z 12 3 152
Cost{ms) B ! h 137 8

This article's solution has a very low time cost and
may be applied rapidly to new machining settings.
C. Results of the Cyber-Attack Detection Survey
(RPMS) Section II-B summarizes three typical attack
strategies and offers a thorough analysis of the
present state-of-the-art research on assaults against
industrial processes. Keep in mind that there aren't
any generic CPMS attacks out there just yet; the ones
that are publically accessible tend to be quite
particular to certain machining circumstances,
equipment, and processing procedures. Hence, we
use three attack strategies to assess the MPI-CNC's
detection efficacy in this study. Detection Rules for
Selection End result: We used 25,283 data points
from actual machining settings to do studies
comparing the speed and accuracy of KNN and DTW
algorithms for rule selection. Table III displays the
outcomes. In the rule selection tests, we used a kd-
tree data structure and varied the values of k to
evaluate the KNN algorithm's performance.
According to the data, the KNN algorithm achieved
its best rule selection accuracy of 97.82% with a
value of k equal to 5. Note that rule selection for
25283 data points took just 137 ms, a significant
reduction in time, thanks to the usage of a kd-tree
data structure. Because of this, it can meet the needs
of complicated machining situations as well as those
involving real-time detection. With a time cost of 352
ms and a selection accuracy of 99.38%, the DTW
algorithm was able to choose rules with sufficient
precision to satisfy real-time alert requirements. To
summarize, MPI-CNC uses the DTW method to pick
rules, which improves detection accuracy. The kd-
tree data structure-based KNN method is
recommended for complicated machining situations
requiring high-real-time detection. 2) Findings on
Cyber-Attack Detection: Table IV displays the
findings of our trials that compared the efficacy of
various detection windows in detecting attacks. The
machining code injection, key parameter injection,
and malicious instruction injection attacks were all
identified by the active detection engine. The
machining process and the critical parameters of the
CNC system are immediately affected by these
assaults, which disrupt the regular machining process
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and alter the machining trajectory and state. In order
to create a map of the FANUC CNC's real machining
state and critical parameters, the active detection
engine constantly interacts with it. It is challenging
for the assaults to be detected using this active
detection strategy.

TABLE IV COMPARISON OF CYBER-
ATTACK DETECTION RESULTS IN
DIFFERENT DETECTION WINDOWS AND
DETECTION THRESHOLD CASES

Window size Detection | False alarm Missing alarm Alurm

fMThreshold aeCuney rate rile ||L'|:|y|a}
10001 EENEE R 1B % 1.45
S000.5 YR.E1 % LIN% A% 245
1THV] EET 0.75% A1 T% 171
JHN2 LR 2615 T5% 6,32
EITE] BT 4.44% 6.25% 13.75

concealed because it necessitates the adversary to
acquire knowledge of the actual machining process
and then alter the CNC firmware, the network
communication module, or use other complex ways
to change the network data so that it follows the rules
of the machining process and the rules of critical
parameters. Table IV shows that throughout the
active detection studies, we used detection window
widths of 10, 50, 100, 200, and 500. Using the CNC
machine tool's machining precision of 0.01 mm
multiplied by the window size, we determined the
alert threshold in millimeters. Based on the results of
the tests, the approach suggested in this article has a
detection accuracy of 99.15% with a detection
window of 10, and the accuracy drops to 94.87% as
the detection window increases. The missed alarm
rate and detection accuracy both drop as the detection
window becomes larger because the detection
threshold gets higher. At a detection window of 10,
the missed alarm rate is 1.83% in Table IV. The
missed alarm rate is 6.25 percent when the detection
window is 500, and it increases as the window size
increases. It should be noted that when the detection
window is either too big or too tiny, the false alarm
rate increases. For the most part, the DTW algorithm
needs more time to match more data, hence an
expanding detection window causes the alert delay to
grow. Taking everything into account, we find that
50 is the sweet spot for this method's detection
window size, which yields a detection accuracy of
98.81%, a false alarm rate of 1.09%, a missed alarm
rate of 2.42%, and an alert latency of 2.45 s. 3)
Evaluation Against Other CPMS IDS: against prove
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that our detection method worked, we compared
MPI-CNC against other CPMS ICS models. To be
more precise, we contrasted it with popular models
for identifying assaults on manufacturing processes,
such as those based on digital twins [7], side-channel
analysis [4], Long Short-Term Memory [3], LSTM-
AE [6] and machining code analysis [8]. In order to
fit digital twin models, which are used for intrusion
detection, previous processing state data is required.
Anomaly classification models may be learned using
KCAD and LSTM-AE by collecting audio data
produced by processing equipment in manufacturing.
Processing video classification anomalies with LTDT
analysis. The intrusion detection system that relies on
machining code analysis uses support vector
machines (SVMs) to train on NC code characteristics
for off-line anomalous code classification. We
introduced 20 tampering points (such as GO02
replacement) into 10 distinct machining situations
(machining codes) and conducted 200 machining
code injection attacks against them.

TABLE V COMPARISON WITH OTHER CPMS

IDS
Attack Type Machimng Code | Parameter | Instruction
’ [mection [mjection [mpection
Drigital Twins[7T] MiA 03.25% 03.25%
KA 4] B1.39% B1.3%9% MIA
LTOTIE] b5.55% H3.55% NIA
L5TM-AE[6] 04,79% 04, 70% MNiA
Machining Code e . .
Analysis|$] 05 38% MNIA MiA
MPI-CMNC 08.81% TN e [T

and GO3 in conjunction with GOI; including the
introduction of projections or depressions; and
altering the ends to induce deformation. To further
evaluate the MPI-CNC's detection capabilities, 100
assaults including parameter injection and command
injection were used. The accuracy, miss rate, and
false alarm rate of MPI-CNC are determined by
collecting detection data and attack logs, much as in.

Accuracy = - I,I':.'i 'III,FNI _ (6)
Missing Alarm = "I'I‘I%ql"ﬁ (T
False Alarm = ’T‘FIE%T’ (%)

In Table V, we can see that the approaches have
successfully used state-of-the-art methodologies to
obtain high detection accuracy. When it comes to
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detecting assaults that include injecting parameters or
instructions, the digital twin-based detection
technique achieves an accuracy of 93.25 percent [7].
The KCAD has an accuracy of 81.39% when it
comes to detecting attacks that include instruction
injection or processing code manipulation [4].
Furthermore, the high-detection accuracies of the
LTDT and LSTMAE models are 95.55% [3] and
94.79% [6], respectively. But it's not easy to swiftly
adapt to new situations since the side channel data
characteristics act differently in various processing
contexts. Although it lacks realtime detection
capacity during processing, code analysis-based
intrusion detection directly examines processing code
for fault identification with a detection accuracy of
98.38% [8]. When it comes to assault situations,
MPI-CNC is more versatile than the other approaches
mentioned. We are able to identify parameter
injection attacks and instruction injection attacks with
a 100% success rate because we actively detect the
critical parameter information during milling and
evaluate the critical parameters of the CNC system.
The article's technique also generates thorough
detection criteria by analyzing the NC code, which
leads to a greater detection accuracy (98.81%),
comparable to that of the machining code analysis
method. Response to inquiry 2: The experimental
results show that MPI-CNC is more robust than the
conventional historical data-based detection model,
and it can handle three different attack strategies. D.
RQ3—Low-Interference ~ Experimental ~ Results
Moreover, MPI-CNC significantly outperforms other
detection algorithms with a 98.81% accuracy rate.
Compared to conventional personal computers, CNC
systems do not have very good computational
capability. So, we have to be careful not to disrupt
NC systems' regular functioning using active
detection techniques. We use a polling-based, low-
interference strategy to get the data presented in this

paper.
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Fig. 8. Comparison of average
throughput for low interference and
Focase.

remotely identify attack behaviors by processing the
data on the machining state of NC systems. Here, we
evaluate the FOCAS standard interface for collecting
CNC system machining status data against the low-
interference collection approach suggested in this
article in terms of acquisition latency, network
resource use, and effect on machine tool processing
times. 1) Latency in Acquiring Data and Network
Performance: In Figure 7, it is shown that the typical
FOCAS collection technique has an average reaction
time of 13.240 ms and a collection frequency of
75.53 times/second. The paper proposes a low-
interference  collection approach that, when
implemented, results in an average reaction time of
4.368 ms and a collection frequency of 228.94 times
per second. A 67 percent decrease in reaction time
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and a 203.12 percent increase in sample frequency
are both achieved. Figure 8 shows that the network
throughput dropped by 38.41% when the NC system
used the low-interference collection method
suggested in this article, compared to when the CNC
system used the conventional FOCAS collection
method (692.04 KB/s). Results from experiments
demonstrate that the article's suggested self-
assembled packet method—based on private protocol
reverse engineering—reduces disturbance to CNC
systems and improves collection frequency when
used to gather information on their machining state.
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Fig. 9. Influence of network traffic on FANUC CNC.

2) Processing Times Under CPMS IDS: We ran trials
with varying request frequencies during active
detection to see how machining time changed, to
prove that our detection strategy doesn't significantly
affect CNC systems. We connected the CNC system
directly to the network using Ethernet cables,
delivered 1, 10, 100, and 230 low-interference
request packets per second, and 75 Focas standard
interface request packets per second, to circumvent
the forwarding latency of industrial switches. Fig. 9
shows that the CNC system's machining time was
about 1 minute and 17.545 seconds under typical
circumstances with no outside interference. Our
research shows that the machining time of the CNC
system is quite sensitive to the amount of external
interference it is exposed to. There was no packet
loss and the CNC system's machining time increased
by only 0.076% while delivering 230 packets per
second. This means that the FANUC CNC system
can continue to function normally while processing at
least 230 packets per second. The CNC system's
machining time rose by 0.217 percent while
employing Focas standard interface request packets
at a maximum rate of 75 requests per second; this
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type of low-interference data collecting was far more
effective. In addition, there is a 75 ms limit for the
FANUC system. Our detection technique has a
negligible effect on CNC machining times, according
to the testing findings. Reverse engineering
specialized acquisition protocols and tailored packet
acquisition  significantly = enhance  acquisition
frequency and efficiency with MPI-CNC, which in
turn reduces CNC network resource utilization and
increases machining time by just 0.076% (RQ3).
Standard machining is unaffected by MPI-CNC.

VI. RELATED WORK

In addition to endangering human lives, cyberattacks
on CPMS have a direct impact on production
efficiency. So, IDS studies in CPMS have recently
exploded in popularity among scholars. The primary
goal of CPMS intrusion detection systems is to
prevent cyberattacks that target CPMS with the
intention of influencing or interfering with the
manufacturing process. Through the examination of
study findings in thisWe have divided the most recent
CPMS intrusion detection systems (IDS) into three
groups according on the methodologies used for
detection. Digital Twin-Based CPMS IDS: By
analyzing past data, digital twin technology creates a
control model that mimics real-world operations [32].
Balta et al. [7] built controller digital twin models for
the CNC system of a 3D printer by collecting and
analyzing previous machining data from the device.
They determined that cyber-attacks had altered the
temperature settings of the 3-D printer's nozzle
heaters by comparing the controller digital twin
model's simulated machining state with the real
machining state. Manufacturing equipment produces
a mountain of measurement channel data when
cutting, which may provide an indirect reflection of
the machining condition; this data is used to build
CPMS IDS systems that rely on side-channel
analysis. In the CPMS IDS field, side-channel
analysis detection approaches are very prevalent. To
train detection models for identifying machining path
manipulation assaults, Chhetri et al. [4] first
suggested using auditory data around production
equipment. To ensure product consistency, Bayens et
al. [33] analyzed acoustic aspects of the machining
equipment, features of the machining site, and
features of production waste. By comparing the 3-D
printer stepper motors' audio characteristics to audio
fingerprints, Belikovetsky et al. [5] were able to
identify the printing process. Using video stream
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analysis, Mamun et al. [3] were able to identify
changes in the processing trajectory of 3-D printers.
Yoginath et al. [2] used the Bayesian model to
identify creep assaults by analyzing the current
values of 3-D printer power lines. Using the LSTM-
autoencoder technique, Shi et al. [6] retrieved
features from vibration sensors' side-channel data.
They then used the OCSVM classification algorithm
to identify anomalies. The CPMS IDS system
According to the Analysis of Machining Codes: As a
global standard for NC programming languages, the
ISO-6983-1 [29] standard was established. The NC
code, which consists of G codes and M codes, has its
syntax and lexical rules defined by this standard. A
CNC system will automatically regulate the
machining process in accordance with the
instructions in the NC code, which provides the most
thorough and exhaustive control information of the
machining process. It is possible to successfully
identify outliers by examining the NC code. A variety
of statistical characteristics were retrieved from NC
code by Beckwith et al. [8]. These features included
the frequency of XYZ values, the quantity of G codes
and M codes, and so on. In order to detect outliers,
they performed an optical examination of NC code
and constructed a machine learning anomaly
classification model. In order to create 3-dimensional
models, Tsoutsos et al. [34] simulated pressure tests
using NC code that had been reverse-engineered.
While doing so, they found security holes in the NC
code.

VII. DISCUSSION

These are some of the drawbacks of the article's
suggested intrusion detection approach.
1) Attacks that use firmware manipulation of the
CNC system to pose as a man-in-the-middle might be
challenging for the approach to handle. This article
proposes an intrusion detection approach that is
successful against these assaults, although they need
highly sophisticated attackers. 2) CNC machines with
two or three axes may benefit from the procedure, but
5-axis machine centers may be out of its league when
it comes to generating detection rules. 3) CNC
systems that include authentication procedures for
their interfaces would not be able to use the active
detection method suggested in this article. To be
clear, most CNC systems do not limit remote access
to machining status information at this time. 4) CNCs
from many manufacturers may be acquired via low-
interference ways, but reversing protocols requires a
high level of technical expertise. It is important to
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tackle the significant job of automated protocol
reversal.

VIII. CONCLUSION

An innovative method for CPMS cyber-attack
runtime detection, MPI-CNC, is presented in this
research. We use the FANUC CNC machine tools to
demonstrate how to create a prototype system. In
instance, MPI-CNC does automated analysis of NC
programs, derives invariants from the machining
process, and creates rules for attack detection, which
include rules for the machining process and rules for
critical parameters. After then, MPI-CNC interacts
with the CNC system using low-interference request
packets to gather process status and critical
parameters, and it sets detection windows and
thresholds to identify malicious actions. Finally, we
test MPI-CNC with a FANUC CNC machine to see
how it performs in actual milling situations. By
successfully detecting a wide range of cyber-attacks
without interfering with the CNC system's regular
operation, experimental findings show that MPI-CNC
has outstanding adaptability performance. Our
method has better detection and adaptation
performance when compared to existing top-tier
detection algorithms.
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